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SUMMARY 

 

Far too many of America’s schools and libraries fall on the wrong side of the 

cybersecurity poverty line. All schools and libraries are at significant risk, but the community 

anchor institutions in the nation’s most vulnerable communities often lack sufficient cyber 

protections. Successful cyberattacks cause lost instructional time, halt library services, and 

compromise sensitive personally identifiable information. Such disruptions disproportionately 

harm the populations that depend most on schools and libraries. Given this immense digital 

equity challenge, the above organizations respectfully urge the Wireline Bureau to: (1) make 

advanced or next generation firewalls and related features eligible for E-rate Category 2 support 

beginning in 2024; (2) increase Category 2 funding levels, within the E-rate program’s existing 

aggregate cap, to cover modern firewalls; and (3) provide this limited E-rate cybersecurity 

support in a manner that is minimally burdensome to applicants and permits schools and libraries 

to select the modern firewall technology most aligned to their needs. 

The Bureau can help the schools and libraries struggling on the wrong side of the 

cybersecurity poverty line by modernizing the E-Rate’s definition of “Firewall or Firewall 

Service” to encompass advanced or next generation firewalls. The Bureau should adopt and 

apply a single, revised Firewall or Firewall Service definition across the E-rate program. The 

new definition should specify that the term encompasses advanced or next generation services 

consistent with the concepts described by these comments. The Bureau should also periodically 

review the new, expanded definition of advanced firewall and network security tools to ensure 

that it reflects technological changes, and other improvements to firewalls over time.  

Modernizing E-rate to support advanced or next generation firewalls and related features 

aligns with the Communications Act and satisfies the Federal Communications Commission’s 

(“Commission”) requirements and balancing test for determining whether to include services on 

the E-rate Eligible Services List. This needed program update serves a vital educational purpose, 

and will help to ensure continuous, 
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COMMENTS RESPONDING TO THE WIRELINE BUREAU’S PUBLIC NOTICE 

REGARDING ALLOWING THE USE OF E-RATE FUNDS FOR ADVANCED OR 

NEXT-GENERATION FIREWALLS AND OTHER NETWORK SECURITY SERVICES 

 

The Consortium for School Networking (CoSN), the State Educational Technology 

Directors Association (SETDA), the Council of Chief State School Officers (CGCS), the Council 

of the Great City Schools (CGCS), the Schools, Health & Libraries Broadband (SHLB) 

Coalition, the State E-rate Coordinators’ Alliance (SECA), the National Association of State 

Boards of Education (NASBE), the National School Boards Association (NSBA), All4Ed, the 

Center for Democracy and Technology (CDT), and the Benton Institute For Broadband & 

Society submit these 
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Expanding E-rate to support advanced or next generation firewalls and related features is 

consistent with the Communications Act and satisfies the FCC’s requirements and balancing test 

for determining whether to include services on the E-rate Eligible Services List. As demonstrated 

below, such a program update is not only needed to help protect our most vulnerable institutions, 

but it also serves a vital educational purpose, and ensures continuous, uninterrupted student and 

library patron connectivity. The cybersecurity benefits it would extend to schools and libraries 

far outweigh the limited related costs.  

Like access to high capacity broadband and connected devices, access to best in class 

cybersecurity is often uneven and can differ substantially among schools and libraries. Some 

cybersecurity experts have described this disparity as the “cybersecurity poverty line”.2 On one 

side of the cybersecurity poverty line are organizations with “a mature security posture”. These 

organizations have the personnel and financial resources that enable them to protect mission 

critical networks and sensitive personal data. On the line’s other side are organizations, including 

many schools and libraries 

 

many schools and lio
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The E-Rate’s definition of “Firewall or Firewall Service”, which the program describes 

as “a hardware and software combination that sits at the boundary between an organization’s 

network and the outside world and protects the network against unauthorized access or 

intrusions
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Similarly, SETDA suggests that the following advanced firewall services should be among the 
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Benjamin Franklin advised fire-threatened Philadelphians in 1736 that “An ounce of 

prevention is worth a pound of cure.”24 Like the threat of fire to 18th Century cities, the 

cybersecurity threat in 2023 has serious negative economic and social implications for many 

communities and individual students, teachers, library patrons, and other school and library 

personnel. The Government Accountability Office reported in October 2022 that attacks on K-12 

schools caused learning losses associated with downtime and recovery affecting over two million 

students.25 When weighing whether investments in next generation or advanced firewalls should 

be allowed from a cost effectiveness perspective, the Bureau must consider the significant costs 

that w85oicant

w85oicant
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requiring a meaningful local contribution. 28 For example, even the most low-wealth and 

geographically isolated applicants must contribute at least 15% of project costs and the very 

nature of Category 2 support necessarily requires a large applicant contribution. Requiring 

applicants, including applicants eligible for the largest subsidies, to make a significant financial 

commitment helps to ensure that E-rate supported projects are efficiently designed to meet local 

needs and are not inflated. This pre-established mechanism would similarly constrain applicants 

requesting 
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The Bureau’s Public Notice points out that the E-rate program has limited funds, but we 

remind the Bureau that over $2 billion of E-rate authorized funds were left undisbursed to 

schools and libraries for each of the program years 2019, 2020, and 2021.30 Similarly, the Bureau 

estimated that in 2022 total application demand was $3.153 billion which was approximately 

$1.3 billion below the 2022 funding cap of $4.456 billion. In aggregate for the past four years, 

over $7 billion of E-rate funds could have been made available for advanced or next-generation 

firewalls. 

E-RATE DISBURSEMENTS AND APPROXIMATE UNUSED PROGRAM FUNDING 

 

E-rate Funding Year Annual Inflation 

Adjusted E-rate 

Cap 

USAC Disbursed 

E-rate Funds 

Approximate Unused 

E-rate Funding 

2022 $4.45 billion $3.15 billion  

 

(FCC demand 

estimate)31 

  

$1.3 billion  

2021 $4.27 billion $2.15 billion $2.12 billion 

2020 $4.23 billion $2.09 billion $2.13 billion 

2019 $4.15 billion $1.98 billion $2.16 billion 
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integrity of their broadband connections, networks, and data. To accommodate that increased 
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